Intellectual property

Source code
Proprietary algorithms
Patient data

Networking

Switch/router configuration
Firewall/load-balancer set-
tings

IP Services design

Access Control configuration
Firmware/Microcode/Patches

Storage/backup

Backup catalog

SAN/Array configurations
Storage Abstraction settings
Hardware configuration
Firmware/Microcode/Patches

Critical materials examples

Authentication, identity

and security

Certificates

Active Directory/LDAP
DNS dumps

Event logs (including SIEM
data)

Host and Build tools

Physical/Virtual platform
builds

Dev Ops tools & automation
scripts

Vendor software

- Binaries (golden images)

- Configurations & settings

Documentation

CMDB/asset management
extracts

D/R and cyber recovery
Run-books & Checklists

HR resources & contact lists
Incident response plan

Okay, I’m ready to learn more...




